Privacy Policy

Effective Date: September 18, 2025

1. Introduction

Welcome to Formula Student Team UTM! We are committed to protecting the privacy
and security of your personal data. This Privacy Policy describes how we collect, use,
disclose, and protect your information when you visit our website fsteam.utm.md
(hereinafter referred to as the "Site").

This policy is drafted in accordance with Regulation (EU) 2016/679 (General Data
Protection Regulation - GDPR), Law No. 133/2011 on Personal Data Protection of the
Republic of Moldova, and anticipates the requirements of Law No. 195/2024, which will
come into force in 2026. We also adhere to the internal regulations of the Public
Institution "Technical University of Moldova" (UTM).

2. Data Controller

The controller of your personal data is:

* Name: Formula Student Team UTM

- Affiliation: Student organization of the Technical University of Moldova
- Address: 168 Stefan cel Mare Blvd, Chisinau, Republic of Moldova

- Email: contact@fsteam.utm.md

For any questions related to this policy or how we handle your data, please contact us at
the email address provided.

3. What Personal Data We Collect

We collect different types of personal data, depending on your interaction with our Site:

Data Subject
- Types of Data Collected
Category
e e IP address, browser type and version, operating system, traffic
Site Visitors

data, location data, cookies, and other communication data.


https://fsteam.utm.md

Data Subject
Category

Recruitment

Types of Data Collected

Name, surname, email, phone number, CV, cover letter, faculty,

year of study, and other information provided in the application

Applicants
form.

Team Members

Name, surname, photo, role in the team, specialization, contact

details.
Sponsors and Name, surname, position, contact details (email, phone),
Partners company name, contractual details.

Newsletter

Email address.

Subscribers

Individuals who

Name, email, and the content of your message.

contact us

4. Purposes and Legal Bases for Processing

We use your personal data for the following purposes, based on the corresponding legal

grounds:

Purpose of Processing

Site Administration and
Security

Recruitment Process

Promotion of the team and its
activities

Communication with
sponsors and partners

Sending newsletters and
communications

Responding to requests and
inquiries

Legal Basis (according to GDPR)

Legitimate Interest (Art. 6(1)(f)) - to ensure the
proper functioning and security of the Site.

Legitimate Interest (Art. 6(1)(f)) - to evaluate
candidates and select new members.

Legitimate Interest (Art. 6(1)(f)) - to increase the
team's visibility and attract support.

Performance of a contract (Art. 6(1)(b)) or
Legitimate Interest (Art. 6(1)(f)).

Consent (Art. 6(1)(a)) - obtained at the time of
subscription.

Legitimate Interest (Art. 6(1)(f)) - to provide
support and respond to messages.



Purpose of Processing Legal Basis (according to GDPR)

Legitimate Interest (Art. 6(1)(f)) - to complete

Registration for competitions L .
participation formalities.

5. Disclosure of Personal Data

We do not sell or rent your personal data. We may disclose your data to the following
categories of recipients:

- Technical University of Moldova (UTM): As an affiliated student organization, we
may share relevant information.

+ Formula Student Competition Organizers: For the registration of the team and its
members at events.

+ Sponsors and Partners: We may share activity reports that may include
aggregated and anonymized data. Contact details are not shared without consent.

- Service Providers: We use third-party providers for web hosting, analytics (e.g.,
Google Analytics), and email communication services. They are contractually
obligated to protect your data.

* Public Authorities: If required by law, we may disclose your data to the competent
authorities.

6. International Data Transfers

Your data may be transferred to and processed in countries outside the Republic of
Moldova or the European Economic Area (EEA) in the following contexts:

+ Participation in international competitions.
+ Use of cloud service providers (e.g., Google, Microsoft) that have servers globally.

For such transfers, we ensure that an adequate level of protection is in place by using
Standard Contractual Clauses approved by the European Commission or by
transferring to countries recognized as having an adequate level of protection.

7. Data Retention Period

We retain your personal data only for as long as necessary to fulfill the purposes for
which it was collected, as follows:

- Data of rejected applicants: Up to 1 year after the end of the recruitment process.



- Data of team members: For the duration of their activity in the team and for a
reasonable period thereafter for archival and historical purposes.

- Contact and contractual data of sponsors: For the duration of the contractual
relationship and in accordance with legal obligations (e.g., financial and
accounting legislation).

- Data collected via cookies: According to the lifespan of each cookie, as detailed in
the Cookie Policy.

8. Your Rights

Under current legislation, you have the following rights:

+ Theright to be informed: The right to be informed about the processing of your
data.

+ Theright of access: The right to obtain a copy of the data we hold about you.

- The right to rectification: The right to correct inaccurate or incomplete data.

- The right to erasure ('the right to be forgotten'): The right to request the
deletion of your data, under certain conditions.

+ Theright to restriction of processing: The right to request the limitation of how
we process your data.

+ Theright to data portability: The right to receive your data in a structured format
and to transmit it to another controller.

+ Theright to object: The right to object to the processing of your data for direct
marketing purposes or based on our legitimate interest.

+ Theright to withdraw consent: You can withdraw your consent at any time,
without affecting the lawfulness of the processing carried out before the
withdrawal.

- Theright to lodge a complaint: You have the right to lodge a complaint with the
National Center for Personal Data Protection of the Republic of Moldova (NCPDP).

To exercise these rights, please contact us at contact@fsteam.utm.md.

9. Data Security

We have implemented appropriate technical and organizational measures to protect
your personal data against destruction, loss, alteration, unauthorized disclosure, or
unauthorized access. These measures include, but are not limited to, the use of secure
connections (HTTPS), data encryption, and access control.



10. Changes to the Privacy Policy

We reserve the right to update this Privacy Policy periodically. Any changes will be
posted on this page, and the effective date will be updated. We encourage you to
periodically review this page to stay informed about our privacy practices.
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